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Cyber Security

Course aim
This course provides ATSEPs with essential knowledge in functional safety and information system
security. As air navigation systems become more interconnected and reliant on digital infrastructure,
the course aims to strengthen ATSEP competencies in managing safety-related responsibilities and
protecting against cyber security threats.

By addressing the operational impact of functional failures and the rising risks of cyberattacks, the
course empowers ATSEPs to actively contribute to the resilience, safety, and regulatory compliance of
air traffic services.

The course content is derived from ATSEP Qualification Shared. While included in Q Shared for ATSEPs,
the content is also highly relevant for other non-ATSEP staff working with digital and safety-critical
systems. The training supports compliance with Commission Implementing Regulation (EU) 2017/373,
specifically Annex XIII (Part-PERS), under ATSEP.OR.220 – Continuation Training.

What you will learn
You will learn to:

Functional Safety (FST):

• Understand the ATSEP’s role in safety management systems and reporting routines.
• Assess the impact of functional failures on operational safety, including environmental

and human factors.
• Explain the use of NOTAMs in mitigating safety risks.

Information System Security (ISS):

• Define core cybersecurity terminology and regulatory frameworks relevant to aviation.
• Recognise key roles and policies in organisational security management.
• Understand risk management systems and standard information security frameworks.
• Apply concepts like the CIA triad (Confidentiality, Integrity, Availability) to functional

systems.
• Identify various cyber threats, including malware, social engineering, and physical/

network attacks.
• Describe the phases of cyberattacks and methods for detection, prevention, and
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response.
• Appreciate the need for a holistic, layered security architecture in air traffic

environments.

How you will learn
The standard access is 90 days, and we estimate that one day is needed to complete the course.

On Demand
Online On Demand provides learners with complete flexibility and control over their learning
experience. It’s a self-paced course, allowing the learners to access digital materials such as reading
resources, videos, quizzes and interactive content whenever it suits their schedule. The learner
automatically receives a certification upon completion.
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